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CVE-2021- a OmniCore  robot | ABB Kh,
22279 controller
CVE-2022- a KUKA KUKA Kh,
2242 SystemSoftware
V/KSS =w 8.2 -
8.6.5
CVE-2021- a KUKA KR C4 | KUKA Kh,
33016 control software
CVE-2021- a KUKA KR C4 | KUKA Kh,
33014 control software
CVE-2020- Simulation models | KUKA Kh
2022 10635 for KUKA.Sim Pro
CVE-2021- a FANUC  roboguide | FANUC Kh,
43990 = w
9.40083.00.05 o
CVE-2021- | A TE" FANUC  roboguide | FANUC Kh,
43988 = w
9.40083.00.05 o
CVE-2021- | ¥ 7| FANUC  roboguide | FANUC Kh
43986 = w
9.40083.00.05 o
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CVE-2021- a FANUC  roboguide | FANUC Kh,
43933 = w

9.40083.00.05 o
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38483 = w

9.40083.00.05 o
CVE-2022- 14D VxWorks 6.9 and 7 | Wind Kh,
38767 River
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H °c &6 0> ASpa®cies

e

pre

[ O he =

NpQa®cCj

-
pre

<

1 import requests

2 from bs4 import BeautifulSoup
import re

import time

€ fp=open("/t T ")
7 base_url
Efor 1 in range(l00,1 :

init_url = base_url + str(i)

1 res = requests.get (init_url, timeout=600)

11 res.encoding = ' 8
soup = str(BeautifulSoup(res.text, 'b )
resp message = re.split(':',re.split(',', soup)[01)[1]
resp_status = re.split(':',re.split(’,',soup) [11)[1]

1 resp_ghrName = re.split(':', re.split(',', soup)[21)[1]

1€ final result = " " 4 init url + " |" + :" + resp message + "|" + s 5:" + resp_status+ "|"

17 G if resp_status "5t

i=i-1

1 continue

20 L if resp ghrName != "

21 L try:

22 ghrName = resp_ghrName
orgNameCn = re.split(':', re.split(',', soup) [31)[1]
orgNameEn = re.split(':', re.split(',', soup) [4]1)[1]
orgTndustry = re.split(':', re.split(',', soup) [51) [1]
orghddr = re.split(':", re.split(',', soup)[6])[1]

27 orgDesc = re.split(':", re.split(',', soup)[71)[1]
prefix = re.split(':', re.split(',', soup) [8])[1]
expiredDate = re.split(':', re.split(',', soup)[91)[1]

3 createDate = re.split(':', re.split(',', soup)[101)[1]
orgSite = re.split(':', re.split(',', soup)[11]) [1]
shrPrefix = re.split(':', re.split(',', soup) [121)[1]
currut_status = re.split(':', re.split(',', soup)[13])[1]
updateDate = re.split(':', re.split(',', soup) [14]1) [1]
time.sleep(0.05)
data list = Udprefix+ | 4" :"+resp_ghrName+" | "+"org s "+orgNameCn+" | "+ " 4 currut_status +"|"+"o : "+orghddr
appen_result = final result+data_list
fp.write (appen_result)

except:
pass

41 else:

42 time.sleep(0.05)

43 continue

44  fp.close()
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1 B6.101Imessage:"success"|status:1|prefix:"86.101" |ghrName: {"ghrName" |orgNameCn: "R KB & 1% A A PR =" | status:4 |orgAddr: "BAAL& / X 1/ 3R & X
Kﬂ%%&*ﬁ’iznmmﬁz?A*rm&ssz)zlz"

6,102 Imessage: "success" |status:1lprefix:"86.102" |ghrName: { "ghrName" |orgNameCn

3 §§ 041message: "success” |status:1|prefix:"86.104" |ghrName: {"ghrName" | orgNamecn

86.106Imessage:

"success"|status:1|prefix:"86.106" |ghrName: ("ghrName" | orgNamecn: "#fIl/H T AR E BN IR HF K FRA T " | status:1|orghddr: " EHER B A X /I M/ B IS K FHIKNiEE9S 4k & M ARCER"
86.107message:"success" | status:1|prefix:"86.107"|ghrNane: {"ghrName" |orgNamecn: "+ E R (hH PR A R BRFE P A4 F " | status: 1| orghddr: "BREEH /3 i/ FEIE X PR EE 4 B S T A 37 (X A 3T BB S6 5
86.108 message:

"success"|status:1|prefix:"86.108" |ghrName: {"ghrName" |orgNameCn: "# 75 B M F L MFA TR AR L =] " |status:1|orghddr: "I RE /[ MH/ PR MAEDPREEREL06SHBRKAELI01E (BEHR1301
-12159) "

FEEARBEEEGRAF"|status:1lorgAdd
S OLEF BB AR A F " | status:1lorghdd

Bidbds /BEPAT /B X BT BH X 15685275
BAAbA /BRI /L KB KE IS

EFERAGERAT" |status: 1] orgAddr: "IER
RBBIRER AR R " | status: 1] orgadd:

m/ MER/BERIERMEERENR R EEL6-55"
fé/?E%Fﬁ/ﬁﬁ[r*‘rf&ﬁlﬂﬁkﬁi‘cl%gﬁi%"
%z%ﬂ‘;.@y&&ifﬁﬁﬂﬁz\ﬁ"\sca:us:uozgmﬂ H‘ﬁ?ﬁ‘ N/ KBRS XE AR ERA AR B #2025
M EBEFIGIFT L (B HIRAF"|status:1]orgAddr /R ﬁ?%’rl:ﬁd:%’r#&ﬁﬂ 78 —BZ888 ol
%8 RGUERCE FRA F#8HE48 43 A 5" | status: 1| orghddr: "vﬁﬁité/K&ﬁ?/’?ﬁ«ﬁﬂ[.ﬁﬂité‘ﬁt&ﬁ*fﬁ XBOES325

86.109Inessage: "success” |status:1|prefix: "86.109" |ghrName
86.110Imessage status:1|prefix:"86.110 hrName
86.112 |message:"success" |status:1|prefix:"86.112" |ghrName
10 86.113|message:"success"|status:1|prefix:"86.113"|ghrName:
11 86.114|message:"success" |status:1|prefix:"86.114"|ghrName:
BOARE"

86.115|message: "success" |status:1|prefix:"86.115" | ghrName: {"ghrName" |orgNameCn: " R BERE R HHARBRA T " status:1orghddr: "Z S/ FEM/ LR X HH X B REFTERL + .0 2@ AIEH
07ZE"

86.116|nessage:
86.118 |message
86.119|message

a

("ghrName" | orgNameCn

IRER LA ETIRE A" | status:1|orgaddr: " kg /TEE X /4 ‘IEL&EJ&F&E*‘«IMM&E&%"%“

@iﬁmﬂ“ﬂlhﬁﬂﬁﬁﬂﬁ“‘]“\stams 1lorgAddr b/ & m /X FTNEARE—S

RE iﬂraﬂﬁﬁpﬁ/\jws:acus 1lorghddr: T/ X /i ﬁ[i@ﬁ&ﬁﬁ[ﬁﬂﬂ%lom-ﬂ&1$1§110u§"

YT =R AR A IR A S " |status: 1| orghddr: "/ KA /IRYIT /XX 7 £ 4B IR E#AEDEIS01A"
RINEZBREFAEIRAF " |status:1lorghddr: "Ik R T/ MEX /ML X EEIELSERISELLE"

FERHEE (W) T EARFRAT"|status:1|orgaddr: "WEE / KEM/ANE X WL FE & X KR ER RS

"success" | status:1|prefix:"86.116" |ghrName:
"success"|status:1|prefix:"86.118" | ghrName
"success"|status:1|prefix:"86.119" | ghrName: {"ghrName" |orgNameCn
86.120 |message: "success" | status:1|prefix:"86.120" | ghrName: {"ghrName" |orgNameCn
86.121|message: "success" | status:1|prefix:"86.121" | ghrName: {"ghrName" |orgNameCn
18 86.122|message: "success" |status:1|prefix: "86.122" |ghrName: {"ghrName" | orgNameCn:

R R RS

oP N 9 O«n clIPQD =h s

"ghrName" | orgNameCn
"ghrName" | orgNameCn
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&= IP:119.100.56.51

TCPImO: 2641
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occt 4 & stp&s s 4+ 6 B+

+a

1 [root@vm-aliyun-pmd-dev-03 exel# ./handle_dig.dig[ 88.118.8/AIT JS NTGGl] @119.3.50.101 +tcp -p2641
2 Response Info------==----—---mmmmm e
3 [ENVELOPE]
4 version = 2.10
5 flag =
6 session_id =0
7 request_id = 1804289383
8 [HERDER]
9 op_code 1 (RESOLUTION)
10 rp_code 1 (SUCCESS)
11 op_flag
12 siteinfo_sn
13 recur_count
14 reserved
1 expir_time 350524 (2022/02/14 22:55:24)

16 body_length
17 [BODY]

18 handle = 88.118.8/ATITI_JS_NTO001
19 value count = 9

20 Hvalue[0]:

21 <index> = 1001
22 <type> = Unknow (0)
23 <data> = 12 bytes
24 <ttl> = {Relative: 24 hours }
25 <perm> = PUBLIC_READ ADMIN WRITE ADMIN READ
26 <timestamp> 1571819764
7 <reference> {empty}
8 Hwvalue[l]:
29 <index> = 2000
30 <type> Unknow (0)
31 <data> S bytes
<ttl> = {Relative: 24 hours }
<perm> = PUBLIC_READ ADMIN WRITE ADMIN READ
<timestamp> 1571819764
<reference> {empty}
Hwvalue[2]:
<index> = 2001
<type> = Unknow (0)
<data> = 11 bytes
<ttl> = {Relative: 24 hours }
<perm> = PUBLIC_READ ADMIN WRITE ADMIN READ
<timestamp> = 1571819764

<reference> = {empty}
Evalue[i]
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